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	Requirement
#
	Spec / Detail
	Response

	11.001
	Is there a government only version of the services or goods you propose to offer?
	

	11.002
	What is your data governance?
	

	11.003
	What are the type of firewalls (or application gateways) used? How are they monitored?
	

	11.004
	What type of Intrusion Detection
System/Intrusion Protection Systems (IDS/IPS) is used? How are they monitored/managed?
	

	11.005
	Does the company perform penetration testing of the service? If yes, how frequently are penetration tests performed? Are the tests performed by internal resources or by a third party?
	

	11.006
	Please provide Support Process and procedure.
	

	11.007
	Please provide Trouble Ticket Process and procedures.
	

	11.008
	Is the hosted solution architected for high availability with infrastructure and network redundancy?
	

	11.009
	What are the data backup policies and procedures? How frequently are the backup procedures verified?
	

	11.010
	Is the system and network architecture based on a high availability design that includes redundant firewalls, routers, switches, and IDS, and load balanced or clustered servers?
	

	11.011
	Please describe disaster Recovery plan and procedures, including:
--Disasters Occurring at Primary/Secondary Hosting Facilities
--Data Backup Procedures
--Whether warm or hot backups are available
	

	11.012
	Does the data center have and HVAC fire extinguishing system?
	

	11.013
	Does the datacenter and the area providing services have a generator?
	

	11.014
	How is the data center and application secured?
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	11.015
	What are the procedures and policies used to approve, grant, monitor and revoke access to the servers? Are audit logs maintained?
	

	11.016
	What are the procedures used to approve, grant, monitor, and revoke file permissions for production data and executable code?
	

	11.017
	What are the customer confidentiality policies? How are they enforced?
	

	11.018
	What are the procedures and policies for handling and destroying sensitive data on electronic and printed media?
	

	11.019
	Is two-factor authentication used for administrative control of all security devices and critical information systems?
	

	11.020
	How does the company control physical and electronic access to the log files? Are log files consolidated to single servers?
	

	11.021
	Is there Keycard protocols, biometric scanning protocols and round-the-clock interior and exterior surveillance monitor access?
	

	11.022
	Are only authorized data center personnel granted access credentials to data centers? Are unauthorized visitors allowed in the production area without prior clearance and an appropriate escort?
	

	11.023
	Do data center employee undergoes multiple and thorough background security checks before they're hired?
	

	11.024
	Has a SAS70, SSAE16, SOC, PCI or similar review been completed?
	

	11.025
	Who configures and deploys the servers? Are the configuration procedures available for review / scanning including documentation for all registry settings?
	

	11.026
	What are the policies and procedures for hardening servers?
	

	11.027
	How current would the data be (RPO) and what is the restoration time (RTO) of the data that was restored?
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	11.028
	Is testing done after changes are made to servers? What are the rollback procedures in the event of problems resulting from installing a patch or Service Pack?
	

	11.029
	What are the set of controls to ensure separation of data and security information between different customers that are physically located in the same data center?
	

	11.030
	How are virus prevention, detection, correction, and updates handled for the products?
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