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	Requirement
#
	Spec / Detail
	Yes
	No
	Partial
	Explanation if response is No or Partial

	3.001
	System must be browser-based, accessible through an HTTPS connection with industry standard browsers.
	
	
	
	

	3.002
	System must at a minimum support a modern version of Internet Explorer (e.g., version 9.0, or higher) as well as other browsers (e.g., Firefox, Safari) as necessary.
	
	
	
	

	3.003
	System must be fully capable of operating with an Oracle or SQL Server/Microsoft database.
	
	
	
	

	3.004
	System’s database must be fully relational and require only single entry of data elements. For example, offender name records must be entered only once and linked to other tables.
	
	
	
	

	3.005
	Utilize Microsoft .NET architecture
	
	
	
	

	3.006
	Supports Web Services interfaces (Multi-tier solution supporting the client, application, and database tiers).
	
	
	
	

	3.007
	Network protocol must be TCP/IP.
	
	
	
	

	3.008
	Supports integration with Microsoft Active Directory.
	
	
	
	

	3.009
	Scalable to provide ability to support a minimum of 300 users (50 concurrent) and up to 1000 users (up to 200 concurrent users).
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	3.010
	Transactions response times must be acceptable – typical transactions should on average take no longer than 1-2 seconds (e.g., lookup of a record with a specified keyed value should not take more than 1 second, moving from one record to another should not take more than 1-2 seconds); complex queries may require 2-4 seconds.
	
	
	
	

	3.011
	Depending on the size of the agency, system may require the ability to handle multiple large departments, such as in a regional arrangement or a centralized system for all departments. System must be able to capture and store multiple departments’ data within the same database, but also provide the ability to configure and restrict access to data by department.
	
	
	
	

	3.012
	System shall be expandable to accommodate additional users, employees, departments, agencies, new application, and new functional requirements.
	
	
	
	

	3.013
	Data must be encrypted from point of sign-on and for all data transport (e.g., SSL, Secure Transport Layer).
	
	
	
	

	3.014
	Provide role-based security access rights. Permissions should be set by user roles and include a security matrix that defines access to screens, functions, and data for specific user groups.
	
	
	
	

	3.015
	Access rights should be configurable to the function and module level (i.e., allow read-only etc.)
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	3.016
	Support various types of access permissions, including no access, read only, and read, write, and delete.
	
	
	
	

	3.017
	Access should be able to be restricted by agency, unit, supervisor caseload and officer caseload.
	
	
	
	

	3.018
	System prevents non-authorized users from accessing, viewing, downloading, and/or exporting data.
	
	
	
	

	3.019
	Provide protection against user (except System Administrator) from updating data tables directly; all user updates should be performed via the application screens.
	
	
	
	

	3.020
	Track the date, time, and login of any person who added, edited, or deleted a record.
	
	
	
	

	3.021
	Provide secure login function with user ID and password to control access.
	
	
	
	

	3.022
	Do not display or print passwords during user entry.
	
	
	
	

	3.023
	Require users to periodically change their password.
	
	
	
	

	3.024
	Require a best practices password (i.e., minimum length, mixed characters, no personal names).
	
	
	
	

	3.025
	Record the date and time the last password change occurred.
	
	
	
	

	3.026
	Allow an administrator to reset passwords.
	
	
	
	

	3.027
	Allow an administrator to deactivate a user ID to prevent it from further use.
	
	
	
	

	3.028
	Allow separate security options for creation and maintenance of user notes for privileged viewing only.
	
	
	
	



Appendix C – Vital Records Electronic Registration System Application Security & Data Integrity4 | P a g e


	3.029
	Provide ability for user to designate confidential information
	
	
	
	

	3.030
	Software must be cluster-able and fault-tolerant
	
	
	
	

	3.031
	Employ record-locking (or field locking) functionality to prevent multiple users from updating the same record at the same time.
	
	
	
	

	3.032
	Provide constraints to avoid duplicate records (i.e., entering the same name, the same case number, etc.). Prompt user with a warning and allow override capability.
	
	
	
	

	3.033
	Provide table-driven, drop downs of valid values for data elements whenever possible, that are updatable by the System Administrator, to facilitate data entry and ensure data integrity.
	
	
	
	

	3.034
	Restrict field format on appropriate fields to facilitate data entry and ensure data integrity.
	
	
	
	

	3.035
	Provide on-screen prompts, tutorials, and help screens to assist users in the entry of correct information, codes, etc.
	
	
	
	

	3.036
	Ensure clarity of all system-generated messages (e.g., full explanation of inputs that fail edit or data validation tests).
	
	
	
	

	3.037
	Ability to “lock” data, for legal purposes, after certain specified period of time.
	
	
	
	

	3.038
	Ability for select users (System Administrators) to define and re-define specific data elements to be “required” entries on a screen without extensive programming or vendor intervention.
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	3.039
	System forces entry of legitimate values in required fields before user can proceed to another screen.
	
	
	
	

	3.040
	Provide an entity relationship diagram for all system database tables.
	
	
	
	

	3.041
	Provide physical database diagrams for all tables.
	
	
	
	

	3.042
	Provide a process model for the systems with a leveled dataflow diagram.
	
	
	
	

	3.043
	Provide a data dictionary for all system database tables/data elements.
	
	
	
	

	3.044
	Provide a context sensitive help function that can be accessed from any screen that displays help related to the screen in use.
	
	
	
	

	3.045
	Provide a comprehensive user’s manual documenting all system operations. Manual must include screen illustrations, instructions, and step-by-step training to assist non-technical users and administrative personnel to operate the software.
	
	
	
	

	3.046
	Maintain history of user logons.
	
	
	
	

	3.047
	Maintain audit logs of all system changes, including date and time, and person making the change.
	
	
	
	

	3.048
	Merge or consolidate duplicate person records.
	
	
	
	

	3.049
	Provide ability to retrieve and restore archived data upon request.
	
	
	
	

	3.050
	Provide ability to seal or expunge files when ordered by the court.
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	3.051
	Provide a utility to assist agency in adhering to the locality’s record retention policy such as the ability to purge records from the system based on specific criteria (the agency will need to specify what their record retention rules and policies are).
	
	
	
	

	3.052
	Support use of the application by multiple business partners. Each business partners may have different users, business needs, and rules. Explain your ability to support this type of environment.
	
	
	
	

	3.053
	Allow local agency to define values for lookup (dropdown) fields.
	
	
	
	

	3.054
	Support filtering of lookup values based on the value of a linked field.
	
	
	
	

	3.055
	Allow state office to control screen display to accommodate workflow requirements (move screens and/or turn on/off).
	
	
	
	

	3.056
	Provide the ability to add new custom fields of information.
	
	
	
	

	3.057
	Provide ability to add custom screens.
	
	
	
	

	3.058
	Allow renaming of key field labels.
	
	
	
	

	3.059
	Ability for state office staff (upon approval from State Registrar) to access and enter system data remotely and securely using smart phone, tablet and/or laptop
	
	
	
	

	3.060
	Ability for users to access and enter system data via any web-enabled device
	
	
	
	

	3.061
	Native Android and iOS applications providing system alerts and additional functionality specific to the platform
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